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Implementation Leader

Conor Dean
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RSM’s global reach & local touch
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RSM North America RSM Global



RSM’s partnership with Microsoft

Recent Microsoft FY23 Awards

 Partner Of the Year Winner Defense and Intelligence
 Partner Of the Year US Finalists Government 
 Partner Of the Year WW Finalists Government 
 Partner Of the Year Winner D365 Finance 
 Partner Of the Year Finalists D365 Business Central
 Partner Of the Year US Finalists Community Response
 Partner Of the Year WW Finalists Healthcare & Life Sciences
 Partner Of the Year WW Finalists Business Intelligence

Top 1% of Dynamics Partners for the past 20 Years 
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We Are AvePoint
Leader in Microsoft 365 data management solutions

is headquartered in Jersey City, NJ,
with approximately 2,000 employees across 29 offices, 
14 countries, and five continents.

[

[

[

9M
Cloud Users

88
Countries

7
Continents
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Customers We Serve
Communications Retail / Consumer Pharma & Health Financial Services Govt / Education High Technology

USTreasury  
Department

US Department 
of State



Solution complexity fit

RSM | 8

Value

Complexity, Cost, Resourcing, Support

Copilot Edge

PAAS/Azure Services
Platform Low Code Solutions

Power Platform, etc.

M365 Copilot



Security, 
compliance & 
privacy



Infrastructure & 
Development Security

IoT and OT 
Security

Modern Security 
Operations (SecOps/SOC) 

Data Security & 
Governance

Zero Trust Architecture

Security Strategy and Program

Product families enable modernization initiatives

Secure Identities 
and Access

Sentinel

Entra

Intune Priva

Defender Purview

Azure

Security Copilot (Preview)



Data governance for Copilot
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12

California California Consumer Privacy 
Act (CCPA) Effective 1 Jan. 2020 - as 

amended by California Privacy Act (CPRA) 
effective 1 Jan. 2023

Montana Consumer Data Privacy Act
Effective 1 Oct. 2024

Colorado Privacy Act
Effective 1 July 2023

Utah Consumer Privacy Act
Effective 31 Dec. 2023

Oregon Consumer Privacy Act
Effective 1 July 2024

Iowa Consumer Data Protection Act
Effective 1 Jan. 2025

Indiana Consumer Data Protection Act
Effective 1 Jan. 2026

Tennessee Information Protection Act
Effective 1 July 2025

Virginia Consumer Data Protection Act
Effective 1 Jan. 2023

Connecticut Data Privacy Act
Effective 1 July 2023

Delaware Personal Data Privacy Act
Effective 1 Jan. 2025

Texas Data Privacy and Security Act
Effective 1 July 2024

Based on IAPP 2023 US State Privacy Legislation Tracker

United States Comprehensive Privacy Law Map
US State Tracker

New Jersey SB 332
Effective 25 Jan. 2025

Florida SB 262
Effective 1July 2024



AvePoint Copilot 
Adoption Framework



Collaboration Today
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Moving to the cloud changed what exactly?

Active 
Directory

IT Services Entra

OneDrive

M365 GroupsTeams

SharePoint Community

Content & Data

End User

Content & Data

End Point

File Shares Hosted Apps

Intranet

Security 
Groups
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SharePoint

M365 Groups

LibraryList

Mailbox

Planner Community

Conversations

PowerBI

OneNote

Teams

Calendar

Items FilesVideos

Stream

Optional experiences that 
create a M365 Group

What an M365 Group 
comes with

Membership experience to organize 
what users collaborate with content 
and other users

Refresher on M365 Groups
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External

Outer Loop

Inner-Loop

User

News, Process, 
Instructions



Understanding Risk
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“Could you show me everything 
this user has access to?”

Microsoft 365
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Core Pillars of Zero Trust

NETWORK & 
ENVIRONMENT

APPLICATION & 
WORKLOAD DATA USER

Application Visibility & 
Access

DevSecOps

Software Chain Supply

Application Delivery

Data Loss Prevention

Fully-automated Data 
Tagging via ML/AI

Data Rights Management 
(DRM)

Software Defined 
Perimeter

API Integration

Cloud Access Security 
Broker (CASB)

Encrypted Traffic

Software Defined 
Networking (SDN)

Network Segmentation Single Sign-on

MFA

In-session Monitoring

Attribute Based Ctrls

User Authentication

User Authorization

Key Mgmt.

Data Classification

Managed Metadata
Application Segmentation

Data Encryption

Approved/Prohibited  
Products List

DEVICE & ENDPOINT

Compliance Enforcement

Cloud-based Software 
Mgmt

Endpoint Response

Device Authentication

Device Authorization

Resource Inventory

Visibility & Analytics (Discovery, ML/AI, Threat Protection, SIEM, etc)

Automation & Orchestration (3rd party API, Incident Management, SOAP/SOAR, etc)

GOVERNANCE
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Zero Trust with a focus on Collaboration

NETWORK & 
ENVIRONMENT

APPLICATION & 
WORKLOAD DATA                                  USER

Application Visibility 
& Access

DevSecOps

Software Chain 
Supply

Application Delivery Data Loss Prevention

Fully-automated Data 
Tagging via ML/AI

Data Rights 
Management (DRM)

Software Defined 
Perimeter

API Integration

Cloud Access Security 
Broker (CASB)

Encrypted Traffic

Software Defined 
Networking (SDN)

Network 
Segmentation

Single Sign-on

MFA

In-session Monitoring

Attribute Based Ctrls

User Authentication

User Authorization

Key Mgmt.

Data Classification

Managed Metadata

Application 
Segmentation

Data Encryption
Approved/Prohibited  

Products List

DEVICE & 
ENDPOINT

Compliance 
Enforcement

Cloud-based 
Software Mgmt

Endpoint Response

Device Authentication

Device Authorization

Resource Inventory

Visibility & Analytics (Discovery, ML/AI, Threat Protection, SIEM, etc)

Automation & Orchestration (3rd party API, Incident Management, SOAP/SOAR, etc)

GOVERNANCE

Workspace

Lifecycle

Sensitivity & Use

Permissions

Department 
Landscape

Ownership

Policy Enforcement

Delegation

Ransomware 
Resilience

Guest Management

Permissions Insights
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Sensitive
Data

Data Security

Application Security

Secure Endpoints

Network Security

Physical Security

Monitoring & 
Remediation

Policy 
Enforcement

Being Specific with Risk.

What do 
External users 
have access to 
inside of my 
environment?

What has been 
shared internally 
that is sensitive?



Microsoft: Data, Privacy, and Security 
for Microsoft Copilot for Microsoft 365



Microsoft Security: 2023 State of 
Cloud Permissions Risks Report

>50% of these permissions are 
high-risk, capable of causing catastrophic 

damage if used improperly

40,000+ possible identity permissions 
are available across key cloud platforms

“it is becoming increasingly difficult for 
organizations to know who has access to 

what data across platforms”
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How do we 
prioritize 

risk today?

DLP Reports can help us in 
identifying what is 
sensitive in M365

PowerShell can assist 
Admins in identifying 
current permissions in 
M365

Audit logs can tell us what 
happened for any item in 
M365
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High Risk Data Sprawl

Teams Chat

Teams Channel

Teams Private 
Channel

OneDrive for 
Business

SharePoint 
Document Library

Separate SharePoint 
Site Collection

Multiple Copies/Versions saved through development



Workspace Governance
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1. Understand the data you have today

Board 
Reports

Employee 
Records

Vendor 
Information

Contract 
Data

Competitive 
Research

Travel 
Policies

BYOD 
Policies

Partner 
Agreement

Credit Card 
Numbers

M365
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2. Plan Defined Groups and Data Access

HR Accounting

SalesOperations

All Employees

Executive

Legal Product & 
Service

Board 
Reports

Employee 
Records

Vendor 
Information

Contract 
Data

Competitive 
Research

Travel 
Policies

BYOD 
Policies

Partner 
Agreement

Credit Card 
Numbers
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2. Plan Defined Groups and Data Access

HR Accounting SalesOperations All EmployeesExecutiveLegal Product & 
Service

Board 
Reports

Employee 
Records

Vendor 
Information

Contract 
Data

Competitive 
Research

Travel 
Policies

BYOD 
Policies

Partner 
Agreement

Credit Card 
Numbers

SharePointM365 Groups CommunityTeams
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SharePointM365 Groups CommunityTeams

Sensitive 
Teams

Project 
Teams

External 
Teams

IT Dept 
Community

Board Group Sensitive 
Sites

3. Have a plan for each workspace.

Board 
Reports

Employee 
Records

Vendor 
Information

Contract 
Data

Competitive 
Research

Travel 
Policies

BYOD 
Policies

Partner 
Agreement

Credit Card 
Numbers

Public 
Sites
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4. Have a policy for each workspace type

Privacy

Membership

External Access

Sensitive Data

Sharing Links

Permission Inheritance

Sensitive 
Teams

Project 
Teams

External 
Teams

Public 
Sites

IT Dept 
Community

Board Group Sensitive 
Sites

Private

Closed

No

Yes

No

Enforced

Private

Closed

No

Yes

No

Enforced

Private

Requested

No

Yes

No

Enforced

Private

Requested

Yes

Yes

No

Enforced

Public

Open

No

No

Yes

Monitored

Private

Closed

No

Yes

No

Enforced

Public

Open

No

No

Yes

Open



Demonstration



Copilot insights and adoption score
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Protect data and privacy
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AI needs access to data to deliver value. Use reputable providers.

When you use Copilot for M365, Copilot Studio or Azure AI Studio, your data is 
never used to train AI models, and it remains confidential and safe.

Learn more here



Sign up for the no cost AI Consultation with RSM

Select your preferred method to contact on 
question #12, then select RSM on question #15. 

1

Utilize the no cost AI & Digital Maturity Compass 
assessment to get a personalized report on how 
AI can help you and your business today.2

Access the free AI for Small to Midsize 
Businesses webpage to learn more about AI 
resources and tools to help your business.3



Questions



Thank you



This document contains general information, may be based on authorities that are subject to change, and is not a substitute for professional advice or services. This document does not constitute assurance, tax, consulting, business, 
financial, investment, legal or other professional advice, and you should consult a qualified professional advisor before taking any action based on the information herein. RSM US LLP, its affiliates and related entities are not responsible 
for any loss resulting from or relating to reliance on this document by any person. Internal Revenue Service rules require us to inform you that this communication may be deemed a solicitation to provide tax services.  This communication 
is being sent to individuals who have subscribed to receive it or who we believe would have an interest in the topics discussed.

RSM US LLP is a limited liability partnership and the U.S. member firm of RSM International, a global network of independent assurance, tax and consulting firms. The member firms of RSM International collaborate to provide services to 
global clients, but are separate and distinct legal entities that cannot obligate each other. Each member firm is responsible only for its own acts and omissions, and not those of any other party. Visit rsmus.com/aboutus for more 
information regarding RSM US LLP and RSM International. 
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