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RSM

RSM'’s global reach & local touch

RSM North America

RSM Global

cities in the United Foundedin

m States, 6 locations in 1926

Canada, 1in El Salvador
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professionals largest network
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of assurance, tax 8 2 0 offices worldwide

: and consulting
RSMUS LLPis the leading

- ; firms globally
provider of assurance, tax and consulting services
focused on the middle market.
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RSM'’s partnership with Microsoft

Microsoft®

Most Valuable
Professional

HE Microsoft

Solutions Partner

Microsoft Cloud

A\

Recent Microsoft FY23 Awards

Partner Of the Year Winner Defense and Intelligence
Partner Of the Year US Finalists Government

Partner Of the Year WW Finalists Government

Partner Of the Year Winner D365 Finance

Partner Of the Year Finalists D365 Business Central

Partner Of the Year US Finalists Community Response
Partner Of the Year WW Finalists Healthcare & Life Sciences
Partner Of the Year WW Finalists Business Intelligence

RN NN SN

Top 1% of Dynamics Partners for the past 20 Years

HEE Microsoft

Solutions Partner

Security
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Cloud Security

Identity and Access
Management

Information Protection and
Governance
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HE Microsoft
Solutions Partner

Data & Al

Azure

Specialist

Analytics

Al and Machine Learning
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Migrate Enterprise Applications
to Microsoft Azure

HE Microsoft

Solutions Partner

Modern Work

Specialist
Adoption and Change
Management

Calling for Microsoft Teams
Teamwork Deployment
Modernize Endpoints

HE Microsoft

Solutions Partner

Digital & App Innovation
Azure

Specialist

Al and Machine Learning

Low Code Application
Development

Migrate Enterprise Applications
to Microsoft Azure

HE Microsoft

Solutions Partner

Business Applications

Specialist
Small and Midsize Business

Management

Supply Chain
Finance

HE Microsoft

Solutions Partner

Infrastructure
Azure

Specialist
Infra and Database Migration

Azure Virtual Desktop




We Are AvePoint

Leader in Microsoft 365 data management solutions
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A AvePoint is headquartered in Jersey City, NJ,
with approximately 2,000 employees across 29 offices,
14 countries, and five continents.

:

Om

Cloud Users

Microsoft
Partner

B® Microsoft

Countries

5X

Partner of the Year
Award Winner
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Value

PAAS/Azure Services

Platform Low Code Solutions

Power Platform, etc. e:__ ::T \;,
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Security,
compliance &
privacy
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Product families enable modernization initiatives

Security Strategy and Program

Secure Identities
and Access

Bt Microsoft

Zero Trust Architecture

— D 1 1 Y (80
— B . ——
Infrastructure & loT and OT Modern Security
Development Security Security Operations (SecOps/SOC)
P < . Defender

Security Copilot (Preview)

/\ Azure G Sentinel

</> =

Data Security &
Governance

Y Purview

Priva

A
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Data governance for Copilot

Microsoft Purview

Govern and protect your entire
data estate while managing data
risks and regulatory compliance

o Understand & govern data
Safeguard data wherever it lives
o Improve risk and compliance posture

A
Unified
Platform

o

Microsoft Priva

Manage privacy risks
with contextual controls
and respect individual rights

Manage privacy data and risks
o Automate privacy operations
o Build trust and transparency*

*More product capabdities to be delivered in the future

RSM
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US State Tracker

United States Comprehensive Privacy Law Map

. lowa Consumer Data Protection Act
Montana Consumer Data Privacy Act Effective 1 Jan. 2025

Effective 1 Oct. 2024

Indiana Consumer Data Protection Act
Effective 1 Jan. 2026

Oregon Consumer Privacy Act
Effective 1 July 2024

Connecticut Data Privacy Act
Effective 1 July 2023
' New Jersey SB 332
Effective 25 Jan. 2025
Delaware Personal Data Privacy Act
Effective 1 Jan. 2025

Utah Consumer Privacy Act
Effective 31 Dec. 2023

Colorado Privacy Act
Effective 1 July 2023

Virginia Consumer Data Protection Act
Effective 1 Jan. 2023

Tennessee Information Protection Act
Effective 1 July 2025

California California Consumer Privac

Act (CCPA) Effective 1 Jan. 2020 - as

amended by California Privacy Act (CPRA)
effective 1 Jan. 2023

' Florida SB 262
Effective 1July 2024

Texas Data Privacy and Security Act
Effective 1 July 2024

12

Based on IAPP 2023 US State Privacy Legislation Tracker
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AvePoint Copilot
Adoption Framework
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Collaboration Today



Moving to the cloud changed what exactly?

[ | ® —
el i
Active IT Services Entra
Directory
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—— - Security $ &
L — Groups
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End User

Teams M365 Groups
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_____________________

File Shares Hosted Apps

g

N Intranet ’

N e e e, = -

/ End Point

OneDrive N

S E D S E D

Content & Data Content & Data

@
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Refresher on M365 Groups

Optional experiences that
create a M365 Group

What an M365 Group
comes with

I F & @

PowerBl Planner Teams Community

| Membership experience to organize
m what users collaborate with content

and other users
M365 Groups

W H &

OneNote SharePoint Mailbox
Stream List Library Conversations  Calendar
Videos Items Files

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.



External

o " {12
i

News, Process,
Instructions

>d

Outer Loop

- -

Inner-Loop

9
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Understanding Risk



“Could you show me everything
this user has access to?”

Microsoft 365




Core Pillars of Zero Trust

NETWORK &
ENVIRONMENT

APPLICATION &

DEVICE & ENDPOINT WORKLOAD

USER

Device Authorization

DevSecOps Data Loss Prevention User Authentication

APl Integration
Device Authentication B pLEe e

Network Segmentation
Resource Inventory

Cloud Access Security
Broker (CASB)

Application Delivery

Data Classification User Authorization

Application Segmentation Single Sign-on

Managed Metadata

Software Chain Supply

MFA

Compliance Enforcement Data Encryption

Approved/Prohibited
Products List

Software Defined In-session Monitoring

Networking (SDN) Fully-automated Data

Tagging via ML/AI

Cloud-based Software
Mgmt

Attribute Based Ctrls

Software Defined Application Visibility &

Perimeter Access Data Rights Management

Endpoint Response (DRM)

Key Mgmt.

Visibility & Analytics (Discovery, ML/AI, Threat Protection, SIEM, etc)

Automation & Orchestration (3@ party API, Incident Management, SOAP/SOAR, etc)

GOVERNANCE

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.



Zero Trust with a focus on Collaboration

DEVICE & NETWORK & APPLICATION &
ENDPOINT ENVIRONMENT WORKLOAD
Device Authoization o
Resilience
Encrypted Traffic Application Delivery Data Loss Prevention
Application
Segmentation
Software Chain
Cloud Access Security Supply
Broker (CASB)
Software Defined Approved/Prohibited
Networking (SDN Products List

Software Defined Application Visibility
Perimeter & Access

Workspace

Guest Management

Lifecycle — :
Permissions Insights

Device Authentication o
S User Authentication

Data Classification

Resource Inventory Ownership User Authorization

Managed Metadata
' Delegation Single Sign-on
Compliance

Enforcement Data Encryption

_|_|
x>

Policy Enforcement

Cloud-based
Software Mgmt

Fully-automated Data
Tagging via ML/AI

Department In-session Monitoring

Landscape

Data Rights

Attribute Based Ctrls

Endpoint Response Sensitivity & Use

Management (DRM) Key Mgmt.

Visibility & Analytics (Discovery, ML/Al, Threat Protection, SIEM, etc)

Automation & Orchestration (3@ party API, Incident Management, SOAP/SOAR, etc)

GOVERNANCE

@
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Being Specific with Risk.

Physical Security

Network Security

What do
External users
have access to
inside of my
Data Security environment?

Sensitive i ®
Data :

What has been
shared internally |
that is sensitive? Application Security



BB Microsoft

Data, Privacy, and Secunty for Microsoft Copilot for
Microsoft 365

(

Microsoft Copilot for Microsoft 365 only surfaces organizational data to which individual users have at
least view permissions. It's important that you're using the permission models available in Microsoft 365
services, such as SharePoint, to help ensure the right users or groups have the right access to the right

content within your organization. This includes permissions you give to users outside your organization

through inter-tenant collaboration solutions, such as shared channels in Microsoft Teams. y

\_

Microsoft: Data, Privacy, and Security

for Microsoft Copilot for Microsoft 365




40,000+ possible identity permissions
are available across key cloud platforms

>50% of these permissions are
high-risk, capable of causing catastrophic
damage if used improperly

“It is becoming increasingly difficult for
organizations to know who has access to
what data across platforms”

Bl 1 Microso ft Security: 2023 State of
[ | ] Microsoft Cloud Permissions Risks Report




DLP policy matches

How do we
prioritize
risk today?

Tl © Exchange Shasebornt OneDrive for Business

- —

— ——

Audit log search

Need to find out if a user deleted a dacument or if an admin reset someone's password? Search the Office 365 audit log ta find out what the users and admins in your organization have been doing. You'll

4 Export results

ales/Shared Docume:  be able to find activity related to email, groups, documents, permissions, directory services, and much more. Learn more about searching the audit log
Pitp-/AintraneUdemo/Sales/Shared Documet

.
DLP Reports can help us in Somiestaostessom
hitp://intranet/demo/Sales/Shared Documer Results 150 results found (More items available, scroll down to see more.)

hp invanevdeme/Salee'shared Documes S €ATCH

hitpi/intranetdemolSales/Shared Documer
hitp /fintranetdemo/HR/Shared Documents

. . g tranet/demolSales/Shar met
identifying what is ot w0 oue v s ——

ed in to Tea

w results for all activ :w,--m.nr\‘\‘:\\ results

sensitive in M365

p:/iniranet/demolHR/Shared Documents  Start date
hitp:/jintranet/demo/HR/Shared Documents
hp:/intranet/demo/HR/Shared Documents )
http netdemo/HR/Shared Documents
http://intranetdemo/HR/Shared Documents
http://intranetidemo/HR/Shared Documents

PowerShell can assist T
Admins in |dent|fy|ng Rk aneldamaatmatonTechaology

ned into Tea.

2018-06-20 08:51:38 236

hitp/fntraneUdemofinformationTechnology
hitp://extran ot

current permissions in hpinranaiamolilormatonTechmoloy 5 omaa24 26

hitp:/intranevdemolInformationTechnology

htp://intranevdemoinformationTechnology
M 5 hitp://ave2013produfe T777) 1 File folder, or site L1 15

Accessed from “Docu

hitp://intraneUdemo/ArchiveListiitems

/intranet/demolArchiveListlitems 2018 0008
intranet/demo/ArchiveListlitems
net/demo/lnformation Technology,
tranetidemolinformationTechnology i et ingain i

Audit logs can tell us what e

happened for any item in B
M365 -

o

\ccessed file Allitems.

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




High Risk Data Sprawl

° ] OneDrive for
Teams Chat *ﬂ ' . Business
® I
Teams Channel * ' Q
I

Teams Private - ’ Separate SharePoint
Channel Site Collection

Multiple Copies/Versions saved through development

SharePoint
Document Library

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.
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Workspace Governance




1. Understand the data you have today

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.



2. Plan Defined Groups and Data Access

Board
Reports

Legal Product &
Service

HR Accounting
Executive

Operations — Sales

All Employees

Competitive Vendor Credit Card Contract Partner Travel
Research Information Numbers Data

Employee
Agreement Policies Records

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.

BYOD
Policies



2. Plan Defined Groups and Data Access

Operations HR Legal Executive Product &  Accounting Sales All Employees
Service

Board Competitive Vendor Credit Card Contract Partner Travel Employee BYOD
Reports Research Information Numbers Data Agreement Policies Records Policies

A i P &
M365 Groups Teams SharePoint Community

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.



3. Have a plan for each workspace.

Board
Reports

|
o

Board Group

Competitive Vendor
Research

\/L~
T

Sensitive
Teams

M365 Groups

Information

Credit Card Contract Partner Travel
Numbers Data Agreement Policies

A / / |
i oF ® T ¢

Project External Public Sensitive IT Dept
Teams Teams Sites Sites Community

Employee BYOD
Records Policies

i S8 &

Teams SharePoint Community

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.



4. Have a policy for each workspace type

Privacy

Membership

External Access

Sensitive Data

Sharing Links

Permission Inheritance

e
Board Group
Private
Closed
No
Yes
No

Enforced

i
Sensitive
Teams

Private
Closed
No
Yes
No

Enforced

i
Project
Teams

Private
Requested
No
Yes
No

Enforced

i
External
Teams

Private
Requested
Yes
Yes
No

Enforced

T

Public
Sites

Public
Open
No
No
Yes

Monitored

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.

T

Sensitive
Sites

Private
Closed
No
Yes
No

Enforced

IT Dept
Community

Public
Open
No
No
Yes

Open



Demonstration




Copilot insights and adoption score

Home
Users
&1 Devices
s Groups
Fa Roles

Resources

a

Billing

Support

Settings

Setup

S & o

Reports

| Adoption Score
Usage
Security & Compliance

P Health

Admin centers

@ Security

@ Compliance

B Device Management

Azure Active Directory

L Search for users, groups, settings, and actions

Copilot

Home > Adoption Score > Al assistance

Al assistance e

(D This score is not included in your organization's overall adoption score. Learn more

Score: 60/100 points

A +3 compared to last 30 days

Use the data on this page 1o assess how well your arganization is using the Al
Copilot in Micrasoft 365,

View Al assistance resources

What makes up my Al assistance score?

How is this score calculated?

RSM

The Al assistance score indicates the extent of Copilot actions being taken by people in the organization using
Microsoft 365 and breaks the actions down into two categories: Summarize and create. The scores are averaged

within each category, and then averaged across the whole organization.

Summarize

Copilot concisely summarizes the meetings and messages that are crucial for sharing information in your organization,
sparing users the labor of sorting it out from notes and complex chat or email threads. Your people can use Copilot to do

the following:
People using Copilot’s summarize features across Microsoft 365 apps (@

Summarize a Te;

meeting

Summarize a Teams conversation

Summarize an email thread

Summarize a Word document

Summarize a presentation

750/1500

1201/1500

1201/1500

1090/1500

1090/1500

Create

Copilot gets users past the roadblock of staring at a blank page by jump-starting their creative process and helping to

streamline the tasks of researching, writing, and editing.

People using Copilot’s creation features across Microsoft 365 apps ©

Draft a Word document

Create a presentation

Generate an email draft

Rewrite a Word document

348/1500
T21/1500
1307/1500

488/1500

RSM | 34



RSM
Protect data and privacy

Al needs access to data to deliver value. Use reputable providers.

When you use Copilot for M365, Copilot Studio or Azure Al Studio, your data is
never used to train Al models, and it remains confidential and safe.

Learn more here

RSM | 35



Sign up for the

Select your preferred method to contact on
question #12, then select RSM on question #15.

Utilize the no cost
to get a personalized report on how
Al can help you and your business today.

Access the free
to learn more about Al
resources and tools to help your business.

RSM
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Questions



Y

Thank you



RSM

THE POWER OF BEING UNDERSTOOD
ASSURANCE | TAX | CONSULTING

This document contains general information, may be based on authorities that are subject to change, and is not a substitute for professional advice or services. This document does not constitute assurance, tax, consulting, business,
financial, investment, legal or other professional advice, and you should consult a qualified professional advisor before taking any action based on the information herein. RSM US LLP, its affiliates and related entities are not responsible
for any loss resulting from or relating to reliance on this document by any person. Internal Revenue Service rules require us to inform you that this communication may be deemed a solicitation to provide tax services. This communication
is being sent to individuals who have subscribed to receive it or who we believe would have an interest in the topics discussed.

RSM US LLP is a limited liability partnership and the U.S. member firm of RSM International, a global network of independent assurance, tax and consulting firms. The member firms of RSM International collaborate to provide services to

global clients, but are separate and distinct legal entities that cannot obligate each other. Each member firm is responsible only for its own acts and omissions, and not those of any other party. Visit rsmus.com/aboutus for more
information regarding RSM US LLP and RSM International.

RSM, the RSM logo and the power of being understood are registered trademarks of RSM International Association.
© 2023 RSM US LLP. All Rights Reserved.




